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	Agency has written security plan including the following:

· Designate one or more employees to coordinate its information security program

· Identify and assess the risks to customer information in each relevant area of the company’s operation, and evaluate the effectiveness of the current safeguards for controlling these risks.

· Design & implement a safeguards program & regularly monitor and test it

· Select service providers that can maintain appropriate safeguards, make sure your contract requires them to maintain safeguards, and oversee their handling of customer information

· Evaluate and adjust the program in light of relevant circumstances, including changes in the firm’s business or operations or the results of security testing & monitoring
	

	
	
	Does agency have reasonable & appropriate practices to prevent the unauthorized access to or use of, information in a consumer report including but not limited to:

· Burn, pulverize, or shred papers containing consumer report so that the information cannot be read or reconstructed

· Destroy or erase electronic files or media containing consumer report information so that the information cannot be read or reconstructed. 

· Conduct due diligence and hire a document destruction contractor to dispose of material specifically identified as consumer report information consistent. Due diligence could include:

· Reviewing an independent audit of a disposal company’s operations 

· Obtaining information about the disposal company from several references

· Requiring that the disposal company be certified by a recognized trade association

· Reviewing and evaluating the disposal company’s information security policies and procedures.
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